
Information Security Policy

[Merchant Name] | Effective Date: __________ | Owner: __________
	Purpose
	Establish minimum security requirements for handling payment-card activity and related merchant operations.

	Scope
	Applies to employees, contractors, temporary staff, and third parties that support payment acceptance or may access systems connected to payment operations.

	Data Posture
	No storage of open cardholder data, no storage of CVV/CVC or PIN data, minimal PII retention, and using least-privilege access to payment systems.

	Control Baseline
	PCI DSS aligned, encrypted transmission, secure disposal, incident response, annual review, and workforce training.



1. Policy Overview
• This policy defines the information security requirements for merchant payment operations that accept, process, or transmit payment card data for the sale of goods or services.
• The organization will operate its payment environment in alignment with current PCI DSS requirements and with a security posture designed to minimize risk by avoiding storage of sensitive payment data whenever possible.
• This policy must be reviewed at least annually and whenever there is a material change to payment channels, technology, service providers, or business processes.
2. Scope and Responsibilities
• This policy applies to all personnel and third parties involved in payment acceptance, settlement support, terminal support, customer service workflows that touch payment activity, and any supporting infrastructure.
• Management is responsible for enforcing this policy, limiting access to authorized personnel, approving third-party access, and ensuring remediation of identified control gaps.
• All personnel with payment-related responsibilities must understand and follow this policy. Non-compliance may result in disciplinary action, removal of access, contract action, or other corrective measures.
3. Data Classification and Definitions
• Cardholder data (CHD) includes the primary account number (PAN) and may include cardholder name, expiration date, and service code when stored, processed, or transmitted together with the PAN.
• Sensitive authentication data includes the card verification code/value (CVV/CVC), PIN, and full track data. Sensitive authentication data must never be stored after authorization.
• For this merchant environment, the approved operating posture is to avoid retention of open CHD and to limit retained customer information to the minimum business data required, such as contact information or e-mail address when operationally necessary.
4. Merchant Data Posture
• The organization will not store open cardholder data in electronic files, shared drives, local workstations, cloud storage platforms, paper records, screenshots, spreadsheets, tickets, chat tools, or e-mail.
• The organization will not store CVV/CVC, PIN, or full magnetic stripe / chip-equivalent authentication data under any circumstance.
• The payment processor or approved payment service provider is the system of record for sensitive payment data. Internal merchant systems must not be used as a source of truth for cardholder data.
• If a business process requires reference to card information, the PAN must be masked so that no more than the first six and last four digits are visible, and only to authorized personnel with a documented business need.
• Any limited operational data retained by the organization must be protected in transit and at rest using approved encryption and access controls.
5. Electronic Security Controls
• Payment data must not be sent or received through unapproved channels such as standard e-mail, instant messaging, SMS, collaboration chat, or shared note systems.
• All approved electronic transmission of payment-related data must use secure, encrypted methods and vendor-approved workflows.
• Access to payment applications, portals, reports, and connected systems must follow least-privilege principles and be limited to authorized personnel based on job function.
• Systems that support payment operations must use strong authentication, unique user IDs, updated endpoint protection, logging, and timely security patching consistent with company standards.
6. User Access Controls
• Access to payment systems, merchant portals, reports, terminals, administrative tools, and supporting infrastructure must be granted only to personnel with an approved business need based on role and job responsibility using least privilege principle.
• User access must follow least-privilege and need-to-know principles. Personnel must receive only the minimum access required to perform assigned duties, and elevated or administrative access must be limited, approved, and documented.
• Unique user IDs are required for each individual. Shared, generic, or group accounts must not be used for access to payment-related systems except where technically required, formally approved, and separately controlled.
• Access requests, access changes, and access removal must be authorized by management or a designated owner. Access must be revoked promptly when a user changes roles, no longer requires access, or separates from the organization.
• Management should review user access to payment-related systems on a periodic basis to confirm appropriateness, remove unnecessary privileges, and validate that access remains aligned to current job duties.
7. Physical Security and Paper Handling
• Paper receipts, settlement reports, and any other physical records related to payment activity must be secured from unauthorized access and retained only when there is a documented business or legal need.
• Any paper record containing masked payment information or other confidential transaction information must be stored in a locked cabinet, drawer, or other controlled location with access restricted to authorized personnel.
• Physical access to point-of-sale terminals, attached devices, receipt printers, and supporting equipment must be limited to authorized personnel.
8. Point-of-Sale Terminals and Connected Devices
• Only approved and PCI-compliant payment terminals or validated payment applications may be used for card acceptance.
• Personnel must inspect payment terminals for signs of tampering, substitution, or unauthorized attachments and escalate suspicious findings immediately.
• Configuration, relocation, replacement, and support of payment devices must be performed only by authorized staff or approved service providers.
9. Media Handling and Disposal
• Any media that contains confidential payment-related records must be controlled, inventoried when appropriate, securely stored, and accessible only to authorized personnel. 
• Electronic media scheduled for disposal must be securely wiped, destroyed, or otherwise rendered unreadable in accordance with company disposal standards.
• Paper materials scheduled for destruction must be cross-cut shredded, pulped, or incinerated so information cannot be reconstructed.
• Records of destruction should identify the media type, general contents, date of destruction, and the employee or vendor performing the destruction.
10. Remote Access, Wireless, and Internet Use
• Remote administrative access to systems supporting payment operations must be approved, encrypted, and restricted to authorized users with a documented business need.
• Any wireless network used in locations that support payment operations must be securely configured, managed, and segregated from guest access and other untrusted networks.
• Employees may not use personal messaging, consumer storage platforms, or informal workarounds to transmit or retain payment information.
11. Third-Party Service Providers
• Third parties with access to merchant payment operations or confidential information must be subject to due diligence, confidentiality obligations, and security requirements appropriate to the service provided.
• Where a third party stores, processes, or transmits payment data on behalf of the merchant, that party must be approved by management and contractually required to maintain applicable security controls.
12. Incident Response
• Any suspected exposure, misuse, loss, theft, tampering, malware event, or unauthorized disclosure involving payment information, payment devices, or connected systems must be reported immediately to management and the designated security contact.
• The organization must promptly contain the issue, preserve evidence, assess scope, engage required internal or external responders, and notify the payment processor, acquiring partner, legal counsel, insurance carrier, law enforcement, or card brands as required by contract or law.
• Incident response procedures should include documented escalation paths, contact lists, decision owners, and post-incident corrective actions.
13. Training and Review
• All new employees with payment-related responsibilities must receive security awareness and policy training before being granted access to payment systems or records.
• Refresher training must be completed at least annually and whenever material policy or process changes occur.
• This policy and related procedures must be reviewed at least annually, with evidence of review and approval retained by management.
Authorized Personnel and Acknowledgement
List below any authorized personnel, roles, or local procedures that supplement this policy:
_______________________________________________
_______________________________________________
_______________________________________________
_______________________________________________
Approval and Review Record
	Role
	Name / Signature
	Date

	Policy Owner
	
	

	Management Approval
	
	

	Annual Review Completed
	
	


Note: This template should be tailored to the merchant's actual payment channels, service providers, device inventory, and record retention requirements before approval.
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